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Lab 4 — Auto Logout Idle Form Users

Overview

Qdabra’s Autologout XTP offers a way to auto logout inactive users and auto-save form changes to
prevent data loss. You can specify the amount of time the form should check if the user is inactive. If
the user is detected as inactive, it will show a prompt informing the user that the session will expire in
X seconds. If the button has not been clicked during the specified period of time, the form will
automatically save and the current session will be terminated.

In this lab, we're going to guide you on how to implement this cool feature to the Expense Report
Form.

Before you start

This lab assumes that you have finished the previous labs in this training. Use the Start form provided
in this lab.

Add the XTP as a Custom Control

1. Open the starter form of this lab in InfoPath Designer
2. Click the arrow down button in the Controls section
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3. Click Add or Remove Custom Controls

4. Click Add
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5. Select the default option — Template Part. Click Next
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Add Custom Control Wizard ? X
Select a Control Type
Custom controls provide functionality that can be reused across many forms.
(®)Temp
Template parts can be created in InfoPath and contain controls, a data
source and other features.
() ActiveX Control
A control that uses COM and ActiveX technologies. ActiveX controls
must be installed on each user's computer.
Find additional custom controls on Office Marketplace...
< Back Cancel
6. Browse for the Autologout XTP included in the lab package. Click Finish
Add Custom Control Wizard ? X
Select an InfoPath Template Part
You can select a Template Part that you want to make available in the Controls task pane.
Select an InfoPath Template Part (xtp, xtp2) file:
Autologoutxtp2
Browse...
< Back Finish Cancel
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7. Once all the windows are closed, point your cursor in the bottom-most part of the form canvas,
just right below the last section. This is where we would want to insert the XTP section.
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Solution Version:

© 2020 Qdabra Software

8. Select the AutoLogout custom control in the Controls section
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This will add the XTP section with instructions in the form canvas:

F

EXPENSE ITEMS TO:

Submit

| Autoifggout |e |

1. Inject gRules in your form if you haven't done so.

2. Add arule in your QdabraRules/@finishedLoading node to load the
AutolLogout files and rules when your form opens.
Note: Carefully consider where to place this rule. Depending on your
form logic, this rule might need to run after all necessary checks are
done.

e Setthe field named RunOnLoad in the Xtplogic_Autologout data
source > XtpLogic > Actions to the value "go".

el MMAAdifirtha riitla namad 'Cat AR1ilae Einlde (EAi#+! laratad in +ha

Configure the XTP

1. Add a rule in the QdabraRules finishedLoading node to load the AutoLogout files and rules
when your form opens. To do this, set the RunOnLoad node to the value go.
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Fields ¥ X Rules v X
Drag a field to add it to the form. Set Status and Report Date
Check if Submitted
Fields: Refresh
QdabraRules (Secondary) \) Run Auto Logout
== Qdabral?ules /A New ¥
E version™
& finishedLoading ﬂ .
[ # isswappingDom* Details for:
=] expires” Run Auto Logout
f_;'? Command
=8 Result Condition:
[£H Success None - Rule runs when field changes
f_;'? Error
BF View Rule type:
[-® Context Action
[® Form
“# QueryDataError un these actions:* -
8 Query Run th i ' Add
[ DnsLookup . o
[ ExecutionHistory . Set a field's value: RunOnlLoad = "go
[] Don't run remaining rules if the condition of this rule is met
D Show details
The RunOnLoad node is in the XtpLogic_AutoLogout data source. Here's the full xpath:
/XtpLogic/Actions/RunOnLoad
Rule Details ? X Select a Field or Group ? XK
| Action: Fields:
] ESet 2 field's value - itiLogicﬁAutoLogout (Secondary) i ~
= 8 xtplLogic
. (8 Refresh
Fel: [ qRulesTemp
RunOnLoad % Bl 8 Actions
| I’j stop
Value: - [£§ LogoutCheck
o %

H save

OK Cancel

In the tempCommand node (xpath: /XtpLogic/qRulesTemp/tempCommand), modify the two
actions under the rule named Set qRules Fields (Edit):
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' Fields v X Rules M
Drag a field to add it to the form. Set qRules Fields (Edit)
Reset Self
Fields:
ItiLogic_AutoLogout (Secondary) | M
Vi
= (% XtpLogic
|8 Refresh New ¥
= (8 qRulesTemp
&’ tempCommand M Details for:
' tempResult Set qRules Fields (Edit)
=[-8 Actions
[£# stop Condition:

[£B LogoutCheck
Q RunOnload

[£H Save Rule type:

Action

None - Rule runs when field changes

Run these actions:* Add

Set a field's value: @stop = .

Set a field's value: tempResult = "[Your QdabraRules Result node]"
D Show details

Actions (] Don't run remaining rules if the condition of this rule is met

a. First action: change the @stop field being set to point to QdabraRules Command node
instead.

Rule Details ? X Select a Field or Group ? X
Action: Fields:

@Set a field's value | |QdabraRuIes (Secondary) | h ”
= ¥ QdabraRules
Field: Q version®
=5 finishedLoading™
|Command — | = isSwappingDom*
Q expires”
value
|= | Q Result
Q Success

Q Error
(B view
[# (8 Context
@ Form

Q QueryDataError
% DnsLookup

b. Second action: change the value to set to point to QdabraRules Result node.
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| Rule Details ? X Select a Field or Group ? X
Action: Fields:
| [ H
%Set 2 field's value - QdabraRules (Secondary) M
Bl [® adabraRules
Field: @ version™
| (8 finishedLoading™
| tempResult E [£# isSwappingDom*
-~ @ expires*
S f_-l? Command
Result Fep—
8 Success
f_il? Error
(8 View
EB' Context
;
oK Cancel T & Form

Here's how the actions should look like:

f_j‘ QueryDataError
[## DnsLookup

By [ty 0 X

Fields v X Rules
Drag a field to add it to the form. tempCommand
=
Fields: [ Set gRules Fields (Edit)
XtpLogic_AutolLogout (Secondary) ~ Reset Self
= [ & XtpLogic
[=8 Refresh
= (& qRulesTemp
F tempCommand A New ¥
= tempResult
= [ Actions

Details for:

E stop
8 LogoutCheck
.‘_J? RunCnLoad
R save

Set gRules Fields (Edit)
Condition:
None - Rule runs when field changes

Rule type:
Action

Run these actions:*

[ IShow details Set a field's value: Command = .

Actions Set a field's value: tempResult = Result

Add ~

[ ] Don't run remaining rules if the condition of this rule is met

A Ammnon Mintn Cannactione

In the Save node, disable the Set FormName and Submit to Library (Edit) rule since the
Expense Report Form already has its own centralized submit logic.
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Fields ¥ X  Rules -
Drag a field to add it to the form. Save E@ |-_|—I|53 x
=
Fields: Stop if blank
‘tiLogic_AutoLogout (Secondary) ‘ Reset self
= [ Xtplogic |
[ Refresh ﬂ Set Last Saved DateTime
=1 qRulesTemp
= tempCommand New ¥
= tempResult
=] Actions
= e Details for:
stop
[=# LogoutCheck Set FormName and Submit to Library (Edit)
Q RunOnlLoad .
Condition:
[ER |astSaved None - Rule runs when field changes
E formMName Rule type:
Action
Run these actions:* Add ¥
[ Show details Set a field's value: @formName = ""

Actions
(] Don't run remaining rules if the condition of this rule is met

4. Add a new rule that sets the Submit node to go. The Submit node is in FormLogic >
/FormLogic/Actions/Submit
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Fields ¥ X Rules -
Drag a field to add it to the form. Save B@ |-—|—“b3 x
=

Fields: Stop if blank
XtpLogic_AutoLogout (Secondary) b Reset self
=l [ XtpLogic

[B Refresh Set Last Saved DateTime

[—# gRulesTemp I Submit

Bl [ Actions

[ER stop New ¥

[Z# LogoutCheck
=9 RunOnLoad

Details for:

Submit

Condition:

None - Rule runs when field changes
Rule type:

Action

[ show detail Run these actions:* Add v
ow details

Actions Set a field's value: Submit = "go"

[ ] Don't run remaining rules if the condition of this rule is met

5. Delete the XTP section in the form canvas.
6. Save the changes and upload the form to FormsViewer.

Test the form

Open a new Expense Report Form. Enter some values to the form and wait for XX seconds/minutes
(depends on the time specified in the XTP rule). Once the specific amount of time is reached, the form
will prompt the following message:
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Your session will expire in 60 seconds.
Any form changes will be saved automatically.

Please click on the button if you are still there.

Continue and Save later

The user can click the Continue and Save later button to resume filling out the form within 60
seconds. Otherwise, the form will automatically be saved and the current session will be terminated,

i.e. automatically logging out the current user's session, after saving the latest changes. Here's the
prompt that will be displayed:
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Your session has expired.
Your last changes have been saved on 2020-04-12, 6:01:11 PM.

Close Form

You can specify how long it will take for the form to execute these actions. You can refer to the table
below for the specific fields that you can change to customize the timings.

Form Action XPath Rule Name Field Default Value

Frequency of /XtpLogic/Actions/RunOnLoad Trigger Refresh @refreshSeconds 15 sec
checks to see if
there are form

changes

Allowed idle time /XtpLogic/Actions/LogoutCheck/@tick Check for @shouldShowPrompt 300 sec
shouldShowPrompt

Time session will /XtpLogic/Actions/LogoutCheck/@tick Showing prompt - @shouldLogout 60 sec

expire after check for shouldLogout

inactivity is

detected

As a default, the form will check every 15 seconds to see if there are any form changes during the
current session. Next, it will check if the form session has been idle for 300 seconds (5 minutes) since
the last check. If so, the first prompt will show up. If the Continue and Save later button is not
clicked within 60 seconds, the form will automatically be saved and log out user.

Congratulations! You have successfully added the Auto Logout XTP to your form.
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Contact Information

Qdabra Software Phone:

218 Main Street, Email:

Suite 731, Website:
Kirkland, WA Community:
98033
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877.544.2389
Support@Qdabra.com

http://www.gdabra.com

http://www.infopathdev.com
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